
 

 

 
1 California Privacy Protection Agency—Notice of Proposed Rulemaking (Nov. 22, 2024) available at 
https://cppa.ca.gov/regulations/pdf/ccpa_updates_cyber_risk_admt_ins_notice.pdf.  
2 CALIFORNIA PRIVACY PROTECTION AGENCY – PROPOSED TEXT OF REGULATIONS (CCPA Updates, Cyber, Risk, 
ADMT, and Insurance Regulations) (Nov. 2024) available at 
https://cppa.ca.gov/regulations/pdf/ccpa_updates_cyber_risk_admt_ins_text.pdf.  
3 California Privacy Protection Agency Board Audio Transcription of Recorded Public Comment Session at 99 lines 
5-11 (Nov. 28, 2024) available at https://cppa.ca.gov/meetings/materials/20241108_audio_transript.pdf.  
4 Id. 
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5 See e.g. Minnesota v. Clover Leaf Creamery Co, 449 U.S. 456. 471 (1981). 
6 Standardized Regulation Impact Analysis (Oct. 2024) available at 
https://cppa.ca.gov/meetings/materials/20241004_item6_standardized_regulatory_impact_assessment.  
7 5 U.S.C. § 804(2).  
8 Supra n. 6 at 57. 
9 Charted, U.S. is the private sector A.I. leader, Axios (July 9, 2024) available at 
https://www.axios.com/2024/07/09/us-ai-global-leader-private-sector.  
10 Supra n. 2 at 103.  
11 Id. at 114.  
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12 U.S. Chamber of Commerce, “Empowering Small Business: The Impact of Technology on U.S. Small Business,” at 
25 (Sept. 2024) available at https://www.uschamber.com/assets/documents/Impact-of-Technology-on-Small-
Business-Report-2024.pdf.  
13 Cal. Civ Code § 1798.140(k). 
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14 Proposed Rule at §§7150(b)(3)(A), 7200(a)(1).  
15 See e.g. Colo. Rev. Stat. § 6-1-1303(10) 
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16 Proposed Rule § 7150(a). 
17 Regulation of deepfakes is beyond the remit of this privacy rulemaking and is best left to the legislature to 
address. In 2024, the California legislature passed multiple laws targeting deepfakes across a number of different 
issues, such as election information, intimate imagery, and publicity rights. Notably, none of these laws grant the 
CPPA any authority to enact regulations. One of the laws, AB 2839, was promptly challenged and enjoined in 
federal court as raising significant constitutional concerns. Accordingly, the CPPA’s regulation of deepfakes would 
encroach on the legislature’s authority and risks undermining First Amendment principles. Moreover, the draft 
rules diverge from other legal frameworks in how a “deepfake” is defined, creating further risks of arbitrary and 
capricious regulation. Accordingly, the CPPA should refrain from attempting to address deepfakes in the 
regulations and instead defer to the legislature on this topic. 
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18 Supra n. 3 at 100.  
19 Cal Civ. Code § 1798.185(15(B) (emphasis added).  
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20 Grayned v. City of Rockford, 408 U.S. 104, 109 (1972).  
21 Proposed Section 7152(a)(4). 
22 Id. at § 7152(a)(5). 
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23 See e.g. Colorado Revised Statutes § 6-1-1309.  
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24 Supra n.2 at 91. 
25https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5  
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29 NIST Cybersecurity Framework (Feb. 26, 2024) available at 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf.  
30 Supra n. 2 at 94. 
31 Id. at 102. 
32 Id. at 94. 
33 Id. 
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37 Cal. Civ. Code § 1798.82(g).   
38 Supra n. 2 at 100. 
39 Id. at 101.  
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